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How to handle personal data and why?
• A student doing research is a 

researcher
• Certain rules that needs to be 

followed:
–Research ethics
–NMBUs guidelines for handling 

Research data
–The Personal Data Act and 

General Data Protection 
Regulation (GDPR)
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https://www.nmbu.no/en/research/for_researchers/researchdata/node/34680


Who owns research data?
• In general, students own 

their own research data

• Sometimes your research 
data is to be used in a 
larger research project

• If so, you might need to 
transfer the ownership to 
your for ex your supervisor 
(see slide 15)
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The Data Life Cycle
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Processing and analyzing
data

Collection of data

Giving access to and 
re-using data

Archiving data

Storing data

Deleting data Publishing
(papers/ master thesis etc.)
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Non-sensitive data Sensitive data 

Personal data



Collection of personal data

Collection of data 
could start when 
you have gotten 
your approval
from NSD.
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Storage of personal data
• Storage of personal data should in 
general:

–be on your NMBU OneDrive area.
• How to access your NMBU OneDrive area 
via Home Office?

–Download «Microsoft Remote Desktop» 
from App Store.

–Go to https://portal.nmbu.no and login
using your NMBU username and 
password

9

https://nmbuhjelp.nmbu.no/tas/public/ssp/content/detail/knowledgeitem?unid=a656110143fc4380aa9a2727b1300408&origin=searchPreview
https://portal.nmbu.no/


Storage of data on personal PC, 
laptop, iPad or similar

• Storage of data on personal PC, laptop, iPad 
or similar should be kept at a minimum.

• This may apply in situations without internet 
connection or similar.

• Black data should not be stored on 
personal PC, laptop, iPad or similar 
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Collection and storage of
non-sensitive personal data
• Nettskjema is an online "Ask 

and Act" service tool for 
surveys. 

• All NMBU students have 
access to the service.

• Collected data is to be found 
within the Nettskjema tool 
and may be transferred to 
your NMBU OneDrive area.
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Survey/ Questionaire

https://www.nmbu.no/ansatt/adm/larerportal/administrativ-infomasjon-og-ressurser/nettskjema


How to handle sensitive
personal data?

• Sounds are classifed as 
sensitive personal data - RED 
data.

• In order to store RED data 
safely, data should be 
anonymized as soon as 
possible – data is then getting
YELLOW (non-sensitive data)

• But what to do…..
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Interviews



- Teams and Zoom could be used

• You need internet access

• Data is transferred to your
NMBU OneDrive area

• Anonymize data as soon as 
possible and store the
shrambling key separate of
the data

• Delete the audio files as 
soon as possible
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Interviews



- Nettskjema dictaphone could be used
• The dictaphone app will send 

the audio files directly into 
Nettskjema. 

• For security reasons, it is not 
possible to play the audio 
recordings directly on your 
phone. 

• The recording is encrypted and 
is temporarily stored on your 
phone until the phone is online 
(Wi-fi or 3/4G).
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Interviews

https://www.uio.no/english/services/it/adm-services/nettskjema/
https://www.uio.no/english/services/it/adm-services/nettskjema/help/nettskjema-dictaphone.html#toc3


- Nettskjema dictaphone could be used
When your have internet
access
 store data on your

NMBU OneDrive area 
 anonymize data as soon

as possible and store the
shrambling key separate 
of the data

 delete the audio files as 
soon as possible
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Interviews

https://www.uio.no/english/services/it/adm-services/nettskjema/


What to do if your data is part of a 
larger research project? 
• If your data is a part of a larger 

research project and/ or your 
supervisor wants to keep the data –
you need to transfer the ownership of 
your data to your supervisor. Use

– Avtalemal studenters deltakelse i 
forskningsprosjekter or 

– Agreement template regarding
student participation in research 
projects

• Get access to NMBU research data 
server (called W:) by contacting the IT 
department. 

Norges miljø- og biovitenskapelige universitetTittel på presentasjon 16

https://www.nmbu.no/download/file/fid/48472
https://www.nmbu.no/download/file/fid/48471
mailto:it@rt.nmbu.no


Research Data Archiving
• A Research Data Archive 

is a repository that 
provides long-term storage 
for research data – also 
called deposit of data

• Research Data Archive 
provides users 
opportunities to archive, 
publish and share their 
data (reuse)
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Research Data Archive at NMBU
• Green data and some types 

of yellow data (dependent of
the consent) could be 
archived in research data 
archives.

• NMBU Open Research 
Data – ask the NMBU 
University Library for help

• NSD also has a research 
data archive

• Recommendation - Do not 
deposit your data via 
journals!
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https://dataverse.no/
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Webpages
Specific for students:
https://www.nmbu.no/forskning/forskere/forskningsdata/node/42342

https://www.nmbu.no/forskning/forskere/forskningsdata/node/42342


Canvas course
• https://nmbu.instructure.com/courses/4825
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https://nmbu.instructure.com/courses/4825


Questions and comments?
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